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* |Introduction to phones, Internet services, and e-Commerce

= Effective use of online technologies and their impact on
economic growth and consumer welfare

» Requirements for effective use of online technologies.
= Consumer use of phones, the internet, and e-commerce
= Consumer protection needed in “brick-and-mortar” markets

* How ‘consumer experiences’ in using these technologies can
be made better
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/IWductTon to phones,

Internet services, and e-Commerce

* packground and context of
the sector

= mobile phone
= |nternet
= e-Commerce
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//Imnon to phones,

Internet services, and e-Commerce

= Use of the Internet and the
web to transact business

= More formally, digitally
enabled commercial
transactions between and
among organizations and
individuals
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Me uses of

online technologies in e-Commerce

* Increased choice in
products and services,
guality, price, and other
attributes

" Increased competition as
more traders compete

= |ower their search and
transaction costs
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online technologies on traders

= potentially make offers to a
great number of potential
customers

= can make significant
savings in marketing and
transaction costs
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Wts on effective

use of online technologies

= access and confidence are
two major requirements for
effective use of online
technologies

= consumer access the
Internet through various
ways (from desktops,
laptops, kiosks, libraries,
work, mobile device)

= on variable bandwidths

= under various regulatory
arrangements
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mnts for effective

use of online technologies

= Access and confidence are
two major requirements for
effective use of online
technologies

= Consumer access the net
from desktops, laptops,
kiosks, libraries, work,
mobile device on variable
bandwidths
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Wts for effective

use of online technologies

= Consumer access the
Internet from various

arrangements

= Consumer access the net
under various regulatory
arrangements

N
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Wents for effective

use of online technologies

Consumer confidence
Includes:

= consumers awareness of
potential hazards like
cookies and to know how to
avoid and mitigate harm.

= the abllity to implement
strategies to avoid and
mitigate harms

11
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Wnts for effective

use of online technologies

Consumer confidence

- Have a problem when buying, | includes:
renting or riding through a
website or app? = knowledge that laws and
regulations are in place to
Follow these stapy. stop harmful practice and
service gy Seller or facilitate remedies

= knowledge that they can do
something practical if they
have a problem

12
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Consumer use online technologies

i
? 2

YaHoO!

GROUPS

"JE

= for social interaction
= for information

= for transaction

= for entertainment
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Consumer use online technologies

Strategies of traditional (brick
or mortar) traders due to
Increasing business using
technologies:

4 * they maintain a website to
| CANDY 8HOP | 1oV SHOR | | g I | advertise

o A B | </ * they encourage consumers
to go online to save
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Need for online consumer protection

= Needed in all encounters,
KNOW YOUR both in bricks and mortar

CONSUMER RIGHTS

markets and online markets

= Harms are caused when
legitimate traders do not
manage their consumer
protection compliance risk.

= Harms are caused when
consumers do not act in
their own interests

15
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Strategies to improve consumer experience

More effective enforcement of
existing regulations

Easier access to a range of free
or no cost systems for quick and
fair resolution of consumers
complaints

Increased consumer education
by consumer protection
authorities, sector regulators and
Infrastructure providers

Expanded roles for business
associations, individual traders,
and infrastructure providers

16



\_j | ——

Strategies to improve consumer experience

= More effective and efficient
Interagency cooperation at
the national, regional, and
global levels

= Enact new national laws to
fill in legislative gaps

17
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Status of e-Commerce law

harmonization in ASEAN

= Harmonize general
consumer protection laws
and technology in the
ASEAN

* Progress towards
harmonization strongest in
electronic transaction laws

= Cambodia has not passed
electronic transaction
legislation but draft
completed in 2017 to be
enacted in 2018.

18
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Status of e-Commerce law

harmonization in ASEAN

= 6 out of 10 have consumer
protection legislation.

= Brunei and Indonesia have
partial laws in place.

= |Lao drafted law

= Cambodia has no general
consumer protection law
that applies to e-
Commerce. But, proposed
omnibus e-commerce law
will include a section on
online protection.

19
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Status of e-Commerce law
harmonization in ASEAN as of March 2013

Member Country Electronic Privacy Cybercrime Consumer Content Domain
Transactions Protection Regulation Names
Brunei Darussalam Enacted None Enacted Partial Enacted Enacted
Cambodia Draft None Draft None Draft Enacted
Indonesia Enacted Partial Enacted Partial Enacted Enacted
Lao People’s Democratic Republic Enacted None None Draft Enacted Partial
Malaysia Enacted Enacted Enacted Enacted Enacted Enacted
Myanmar Enacted None Enacted Enacted Enacted Enacted
Philippines Enacted Enacted Enacted Enacted None Enacted
Singapore Enacted Enacted Enacted Enacted Enacted Enacted
Thailand Enacted Partial Enacted Enacted Partial Partial
Viet Nam Enacted Partial Enacted Enacted Enacted Enacted

UNCTAD Review of e-commerce legislation harmonization in ASEAN 2013

“O®409uyI
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massessment

j 5 * \What have you learned

from the topics
discussed?

- = How can you apply

- these learnings in your
work related to
consumer protection?

21
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Phones, Internet Services,

and e-Commerce
Session 2 —

Substantive Consumer
Protection Issues
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» |ndicators showing the problems consumers are
encountering.

= Consumer protection issues identified from international
experience.

= Most common scams and how and why they continue to
claim victims.

= Potential consumer threats posed by many scams.

23
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otential sources of iInformation

of consumer problems

= consumer complaints to
o government authorities
o consumer organizations

* |ocal market intelligence on
non-complaints from those
operating in the market and
from other stakeholders

= problems experienced by
consumers globally

24
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Problems consumers experience

= Authorities receive access
and pricing complaints
* Pre-sale representations

are misleading and
deceptive

= Contractual issues pertain
to unfair contractual terms

25
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Problems consumers experience

= Post sale issues related to
o hon-delivery
o poor quality goods
o unsafe goods
o warranties
o repairs
o refunds

26
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ws Consumer

will likely make poor choices:

= which trader or seller to buy
from

= which products to buy, how
to buy, and how much to
pay for

27
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Ms Consumer

will likely make poor choices:

= what to do when they
encounter a problem with
what they bought

o misleading information
on seller’'s website
during pre-sale

o misleading conduct
pertains to confusing
disclosure At Point-of-
Sale

28
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w}s Consumer

will likely make poor choices:

= what to do when they
m encounter a problem with
_ what they bought
- i & - - o during post sale, there
are misleading conduct
NO RETURNS on warranty, repairs,
on sale items refunds, effect of terms
L : of contract

29
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Mmtract terms

= Can be very one sided on
their benefits or cost

» |egislation that prohibits
unfair contract terms may
be:

o general and principle
based

o specific terms may be
prohibited by the court,
and agency, or by law

30
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Example of legislation prohibiting -

unfailr contract terms

Australian consumer law
provides a 3-step test to
determine if contract is unfair

1. Do the terms cause a
significant imbalance in
the parties’ rights and
obligations?

2. |Is the term reasonably
necessary to protect the
legitimate rights of the
parties?

l
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Example of legislation prohibiting

unfair contract terms

Australian consumer law
provides a 3-step test to
determine If contract is unfair

3. Would reliance on the
terms cause significant
detriment to one of the
parties?
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Unfailr contract terms are common when:

* there is significant power
Imbalance between
consumer and trader.

= when traders use standard
contract forms that
discourage consumers to
clarify or negotiate the
terms

33
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= making the consumer liable

for things that would

normally be outside their

control

consumers are not

consulted for charges to
their credit cards

34
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ost commonly encountered

&

PLATINUM

sk

0123 2440

01/19 01/24
DHN DOE

unfair contract terms

= there are one-sided
penalties in credit cards

» traders, staff, and agents
deny liabilities for
negligence

= applying national laws on
the contract when there is
no common jurisdiction

35



ost commonly encountered

unfair contract terms

= contract terms states that
representations made by
traders outside of the
written contract cannot be
relied upon in case of a
dispute

* invoking the national law on
the contract in international
commercial contracts

36
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Mﬁect of unfair

contract terms may be reduced or nullified:

= by applying criminal law
regardless of the contract
terms

where national civil law
specifically provides for
consumer rights and
traders obligations outside
_ of, or in addition to the
ey terms of the contract

Civil Law @ Criminal Law

37
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Mﬁect of unfair

contract terms may be reduced or nullified:

= where the supplier may not
be either physically present
, (4 or have assets within the
N 44 ASEAN jurisdiction

= where the terms that allow
» an Internet Service
Provider (ISP) to
unilaterally shift the
consumer to a new, less
favorable plan

38



\__, _—

Mse‘eﬁect of unfair

contract terms may be reduced or nullified:

= on terms that give the seller
Irrevocable, perpetual, and
fee-free right to use
iInformation given by the
consumer

= for complicated contracts
and very long contracts that
are “manufactured
confusions”

39



- —

M\/erse effect of unfair

contract terms may be reduced or nullified:

= “manufactured confusions”
make it difficult for average
consumers to

o Identity unfair or harsh
contract terms

o make accurate
comparisons between
competitor products and
services

o understand what they
are agreeing to

40



Common scams

Advance Fee Fraud Scheme

* The victim pays money to
someone anticipating to
receive something of

:zl\:vlyr::)augll?fz greater value like a
will change. o loan,

o Investment, or
You'll be rich! o gift

= But the victim receives little
or nothing in return.

41



\L __—
Common scams

Atftention Pleasel! Sl X ||'m’h|\eﬁ|ﬂ'0'ﬁ|\C\e SQO'MSa 8

Mr.JamesFrankie @ james@RKmai.com Jun 18 (4 days ago) o v :
10 undisclosed recipients ~

Be careful with this message. Simdar messages were used 10 steal people’s personal information. Unless you trust the sender, dont click : %
links or reply with personal information ¢ ®

You are free to call me for more information AS kS for response!!

(re You In?

:;J?T?;Flrankie #LUCkaO I'Life

3564170895
PLEASE PLAY RESPONSIBLY.

Dear partner Bogus inheritance format

| am James Francis from Flonda USA | was the personal account officer of late Libyan Leader Omar Muammar al Gaddafi for 25year
before his dead last year 2011 he ask me to transfer 3 very huge amount of money about S20m (TwWenty Million US Dollass) to a
Commercial Bank in Malaysia (Chase Bank) for a twenty five story’s building he wanted to buy in SARAWAK MALAYSIA without a
beneficiary name because of the nature of his country, Since after his death no one has come for the claim of the money dus 1o the fact

that there was no beneficiary to the fund
- Fake Amount and fake news!

Now the Bank (Chase Bank) is asking me to present the beneficiary of the money that they need to transfer the money back 1o the owner

since the account is dormant for a long time now. After going through your profile and that of your company | believe you are the nght

person for this job since your company’s business comrelates with a kind of business | would like to invest my own share of the money

when is finaily transferred

But right now my haalthy condition and security in my country | can't transfer this fund to my personal account rather | want you to assist
me to recene this fund™ If you would assist me with this | will compensate you with 30% of the total sum and at the same time invest my
own money in your company’s business. More detads will be sending to you when | recene your interest response

Email pmes@RKmai.com

Fake inheritance scam = |ottery, competition, unexpected
prize scam
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Dating and romances scams

= Scammers create face
profiles on legitimate dating
websites to build online
relationships and exploit
the victim’s emotions.
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Dating and romances scams
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= Scammers ask for money

Yeah.....! sure baby...
when you need ask me

Hi.. Dear..! | need
some money for my

relation’s medical surge

Could you send me?

to help cover costs
associated with some
made-up iliness, injury,

4

r

v

L~

travel costs or family crisis.
Victims pay or personal
details for later pranks.

44
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Mm scams:

Computer and smartphone hacking

Stealing consumers’ identities
or authorities to:

= Take money from the
victim’s bank accounts,

= Buy things using the
victims’ credit cards

= Use the victims’ computers
to distribute scam

messages to other
consumers

45
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Mm scams:

Computer and smartphone hacking

Stealing consumers’ identities
or authorities to:

= Take over the victims’
computers and hold them
for ransom by denying
access to the computers
until money is paid to the
scammer

46
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Mm scams:

Online auction scams

gy

= An online auction site Is

where buyers and sellers
are allowed to exchange
any items amongst each
other over the internet
despite geographical and
time differences.

On-line auction scams
often take advantage of
consumers trust in well
established, legitimate
auctions sites.

47
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Mm scams:

Online auction scams

/ AN S~ Ly

= Advertising scams use
legitimate sounding
advertisements to lure
unsuspecting consumers
Into paying money or
providing personal
iInformation.

48
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Common scams:
credit card, and online

Banking,
account scam

expressmobile@bpi.com.ph H 1 1 7 AM
Information Required A ph IShlng Emall 0
From bpi.com.ph!!!

To: _—

Dear Valued Customer,

As part of our credit card security system we require you to verify your information. We are conducting our credit card
fraud awareness for our valued customers due to fraud emails and unauthorized transactions reports.

In order to secure your credit card usage please verify your registered information on the link given below. Your card will
also be temporarily suspended until the verification process is complete.

This message is for the designated recipient only and may contain confidential and/or privileged information. If you have

received it in error, please delete it and advise the sender immediately. You should not copy or use it for any other
purpose, nor disclose its contents to any other person.

VERIFY MY INFORMATION
https://mswonderfulhair.com/js/secured/bpisecurity/

Thank you for banking with us!
This Is an automated email. For any inquiries, please e-mail us at: support@bpi.com.ph.

- .
BPI Express Online

* Phishing scam mostly
using e-mail transactions

= Card not present in internet
or phone transactions do
not require the trader to
actually see the card itself

49
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Common scams: Banking,
credit card, and online account scam

NNy A — = Scammers obtain the
T e information:

o when a consumer hands
his card over to be
swiped

o when he provides the

, | / Information as part of a
- BN\ [T legitimate net or phone
s o/ == transaction.

50
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Common scams:. Employment scam

WE'LL HIRE YOU AT %
RATE OF $/00 PER HOUR...

( ( CREAT! WHEN DO
~__ ISTART?

WHEN YOU START

PAYING, US..

SN

-
‘a

X
D

L”.Y'

* Employment scams may
Involve offers to work at
home, in another town or
City, or overseas

= Many require payment fees
up front for training, travel,
software, security,
clearances, visa fees,
taxes, government charges

51
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mams: Study scam
= Site looks like a legitimat
Fake degree campus educational institution.

= Entry level requirements &

fees are lower

= Scholarship or other
Inducements are offered

'\
Ay
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mms: Study scam

= Attracts the student victim
to pay fees right away

= Student victim finds out that
the course does not exist;
the institution does not
exists; the courses are
cancelled; the courses are
substandard; the awarded
gualification is

— — ‘ unrecognized by industry or

JUUNE UVANUELLE government

53
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W: Get rich quick scam

Have S5 of your
friends send me $5

Have each of your S friends
get 5 more friends to send me $5

The con artist gets very rich

= Comes with inducements

that guarantees large, quick,
risk-free rewards, investment
schemes, gambling
opportunities, pyramid
schemes (return for joining
with an upfront fee; the
rewards are linked with the
victim arranging for others to
join; inevitably pyramid
schemes must collapse, with
most participants losing all of
their ‘investment’). 54
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ms: Get rich quick scam

= requires upfront money for
membership, special
calculators, application.

= exaggerates promises

55
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mg Get rich quick scam

Investment schemes

= There are no actual
Investments because the

. Vggo 000 fees paid by the victim are
i Il e taken by the scammer

savings for each investor.

_ 4+ Guarantees large, quick,

Wisissiieer "\ and risk-free rewards.

talk to you or other '
‘_‘“‘TE“ friends and family
1‘“‘ “F'En — firstto geta
'\ second opinion /
Tell them not to feel pressurised
to hand over any money hastily
Just because they’re told it’s a
great opportunity

_ The false investment scheme

They are offered a holiday home or shares with 4
a professional website with no solid proof of
the product’s existence.

56
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/W: Get rich quick scam

Investment schemes

* They are made to sound
more enticing because of
specialized computer
software applications;
advice of successful expert
or a ‘proven’ process.

» Testimonials by successful
participants are a common
feature.

57
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W: Get rich quick scam

Gambling scam

* non-existent gambling
forums, fictitious
participation in real
competitions or less
commonly, actual betting
on real races or casino
games or other competition

58



e - —

Common scams: Health scams

= ‘Miracle cures’ or wonder
products that offer a
solution not provided by
conventional treatments &
products.

= Victim loses money by
purchasing ineffective
products and may suffer
adverse effects to his/her
health.

59
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mms: Charity scams

» Collecting for legitimate
charities or even non-
existent charities

= Timing with catastrophic
events and hopes to get
Immediate and positive
responses and receive
donations

60
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Mer purchases

» Post purchase ramifications
may be significant.

» Sells to consumers in
multiple countries with
different regulations on

o Product safety
o Product labelling
o Product approval

o Warranties, repairs &
refunds

61
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Mder purchases

International traders may
either not adequately consider
compliance with local laws or
conclude that:

= profits from local sales are
iInsufficient to make a
business for incurring the
compliance cost

= |ocal authorities are unable
to enforce national laws on
cross border transactions

62
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Mder purchases

PERMIT
TRALKING

consumers do not care
about compliance

current international
arrangements with respect
to mutual recognition of
laws, enforcement of
foreign judgments etc. are
iInsufficiently developed and
robust to prompt
conscientious compliance
with consumer protection
laws

63



L E——— -

Mne security

= Three broad types of
security threats:

o Denial of service;

o Unauthorized access of
Information:

o Theft or fraud of
Information or money

64
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me security

= Consumers’ concerns
about online security with
respect to payments data
protection and privacy

= Most frequently security
breaches result from
unintended downloading
and installation of malware

65
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Online security

(e E-Commerce are also

- — | vulnerable to unauthorized

offline access to consumers’

Information and theft or fraud

by:

= A person watching
consumer type in
passwords or be reading
written down passwords

) ( Your one time A
code is | ©

420 420

Gy

Y —
S felvielririvivl jole i 78
neaaama a)
’d # BDeoDNs

4
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Online security

E-Commerce are also

vulnerable to unauthorized

offline access to consumers’

Information and theft or fraud

by:

= Business employees
misusing access and
knowledge of consumer
Information such as credit
card numbers and
passwords

67
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Malware

ANdows Warning Message!

= a malicious software that
damages or disrupts the
functionality of computer
technologies like:

o VIRUSES,
o WORMS,
Warning! Win32/Adware Virtumonde O TROJANS

Detected on your computer

Spyware detected on your computer!

Install an antivirus or spyware remover to clean your computer

Warning! Win32/PrivacyRemover.M64
Detected on your computer

[ Please activate your antivirus software to Clean your computer

68
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/—M;ware

How to reduce risk of having
compromised (infected)
system and damage (financial
and convenience):

,ﬁ%\ — = Keep operating systems

(OS) and applications
(apps) up-to-date.

= |nstall applications and
updates from the trusted
sites.

69
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Malware

How to reduce risk of having
compromised (infected)
system and damage (financial
and convenience):

= Download only from the
original vendors site.

= Use the security features
Imbedded in the installed
OS.

» |nstall and routinely run
anti- malware applications.

70
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Malware

Backup Hardware

. External Hard Drive
USB — Firewire — WiFi- SATA
. Internal Hard Drive
First line only
. Flash Drive
. Zip Drive
. CD/DVD burners

How to reduce risk of having
compromised (infected)
system and damage (financial
and convenience):

= Maintain a regular backup
routine of OS, apps, and
data.

= Reinstall the OS, apps and
data files when
compromised.

71
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”Iware

How to reduce risk of having
compromised (infected)
system and damage (financial
and convenience):

= Be aware of the warning
signs indicating that an
email or website presents a
higher risk of malware, and
take appropriate actions.
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Data protection and privacy

= Used by the trader to whom
they gave the information
for unknown, unexpected
or unwanted purposes

= Obtained by third parties,
without the informed
consent of the consumers,
and then used for
unknown, unexpected or
unwanted purposes.

73
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Data protection and privacy

= Traders and intermediaries
collect information for a
variety of purposes:

o Identification of the
consumer security of
payment or delivery

o market intelligence

o building a marketable
asset for sale or hire

74
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Data protection and privacy

Intermediaries already have
significant information about
cardholders:

= Name and address

= Account number and
passwords Gender and age,

= Contact detalls including tel#
and emaill addresses,

= |[ncome and assets,
= Employer,
= QOther cards

75
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Advantages of personal data collection

= Better targeted offers of
N b3 additional goods and
B ! consent ¢, g / services
my persona a{acam = Better targeting of offers to
/" match consumers’ needs,
wants and preferences

= Easier fraud detection

» Reduces traders operating
risks

&
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/maata be protected
and privacy managed?

= Consumer education
= Trader education

77
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Privacy and data management protection

UK'’s Data Protection Act’s 8 Principles. Personal data shall be:
= processed fairly and lawfully

= obtained only for one or more specified and lawful purposes
» adequate, relevant and not excessive

= accurate and kept up to date.

» if processed for any purpose or purposes shall not be kept for longer than is necessary for that
purpose or those purposes.

= processed in accordance with the rights of data subjects under this Act. The list rights address:
o Subject access request

damage or distress

prevention of direct marketing

automated decision taking

correcting inaccurate personal data

compensation

O O O O O
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Status of ASEAN data protection legislation

Member Country Privacy
Brunei Darussalam None
Cambodia None
Indonesia Partial
Lao People’s Democratic Republic None
Malaysia Enacted
Myanmar None
Philippines Enacted
Singapore Enacted
Thailand Partial
Viet Nam Partial
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ata Protection Act: Examples

= Malaysia started to pass
privacy legislation in 2012.

* |ndonesia and Vietham have
partial privacy legislation
(contained in the omnibus e-
commerce laws)

= Thailand is in discussion in
drafting the general data
protection legislations

80
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ata Protection Act: Examples

= Philippines: Republic Act No.
e U _— 10173 (Data Privacy Act

T e e e W, (DPA)) passed in 2012.

| e N B Assures “free flow of
Information to promote
innovation and growth” while
protecting the users of rights
to privacy.

81
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mre payment

Online payment risks faced by
consumers:

= their information will be
accessible to multiple
parties, many unknown to
them

* their information, once
accessed, can be easily
copied and distributed.

PAY NOW:
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me payment

L —

CUSTOMER

MERCHANT

Basic steps in a secure e-
Commerce transaction:

1.

o1

Verification of the merchant

2. Review of order information
3.
4. Review of payment

Verification of the customer

Information
Confirmation of order

Authorization or denial of
payment

83
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Secure payment

Payment Systems

Credit cards
Bank accounts
Online buying
E-Bill payment
Electronic cash

84
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mre payment

Security tools

= Firewalls

= Public key infrastructure
= Biometrics

= Passwords

= Locks and bars
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Information Security Management Systems

= ASEAN traders to adopt an
Internationally recognized
. iInformation security
e —— management system
| (ISMS) like 1ISO 27002.

Doe
john@doe.com
+1.8881223232
Fax: +1.8882423433 ;
1700 Stars Ave
Deerpark, PA 08095
us

86
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Information Security Management Systems

@Asset I— @ = In the Philippines, use of
O | i , the ISO/IEC 27002 control
@ Normative references Operatlons set as the mlnlmum

OTerms and definitions Q

OStructure of this standard Se C U rity Stan d ard

hiesrepty Access control . f
| o to protect privacy o
Information ~« ; personal information.

gy policies «® Cryptography | © (zs"”“em’m’”"sj o to secure its internal
0 Organization of (11 Physical and Communications .i'lfﬁl':fﬂi’l;iﬁf.ﬁt Operations and e-
Eensecuity || ran hental . o | Commerce transactions.
o security m"":;,?f:’;%ym
Human TE?OUI'CES o — ‘ o :
sty " | Compliance
‘ 87
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Information Security Management Systems

= |SO 2702 provides
hundreds of potential
controls and control
mechanisms that intends to
address issues during
formal risk assessment.

» |t also provides a guide for
development of security
standards and effective
security management
practices.
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/Session»assessment

.
<
A

® 5, = How do most common

scams work and why they
continue to claim victims?

= What consumer threats do
scams pose and how can
they be addressed?

-

7

-,
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Phones, Internet Services,

and e-Commerce
Session 3 -
Pre-Market Intervention / Protection
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Session topics / Outline

= the market conditions under which consumers use
phones, the internet, and e-commerce;

= consumer behavioral features and characteristics that

" 1
=1

drive consumer use of these technologies;

ne rationale, limits, and scope of public interventions; and

ne significance of technology-neutral and technology-

specific regulations
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Mconditions

Phone, Internet services and
e-Commerce are

= usually defined by their
respective technologies
and may be grouped
together under the umbrella
of ‘telecommunications’ all
driven by technological
Innovation.
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anditions

Phone, Internet services and
e-Commerce are

= convincing technical
Innovations are providing
Increasing number of
consumers with access,
cheaper prices, and
Increased utility
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/I\/karket conditions

= All three forms of

g(:c.c,e., Pr telecommunication offer
Odoc«hon C:vsno-fm significant economies of
scale and scope and

S vead c.hea reduce the distance
PRlsk Cap “f’a between consumers and

\ traders.
Bé)s; ‘:n cs«(-:c.s

s —
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= Consumer access to and
costs of using these
technologies varies
significantly in the use of
technology among the AMS

= Government regulates who
can provide
telecommunication services
and under what conditions

95



L —

//I\/Iarket conditions

= State owned enterprise
(SOEs) are major providers
of telecommunications and
Internet related services
(e.g. ISPs) such as
Singapore and Brunei.

96



e - —

M&t conditions

Direct consumer impact of
government policy through
regulation

= services provided

= content to be accessed

= performance

= service terms including
price

= consumer problem
resolution process
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Mconditions

Direct consumer impact of
government policy and
regulations:

= affect existence and
Intensity of competition
between service providers

= cross border market
transactions using
technologies can improve
consumer experiences
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Consumer behavioral features

* |ndividual consumers make
economically suboptimal
decisions when non-
economic objectives are
more important on non-
economic objectives.

optimal
decision
(very best)

suboptimal
decision
2"d best

negative
decision
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Consumer behavioral features

= Consumers use a variety of
strategies to prioritize their
needs and wants.
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Consumer behavioral features

= |f telecommunication is
used to buy goods,
consumers will not see the
physical conditions of the
goods, how the shop looks
like, and the behavior of the
seller.

= Consumers become
carefree if they are not
aware of risk of buying
online.
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Consumer behavioral features

;| .
C

Consumers will keep on
using brick and mortar
(traditional) way of shopping
If they do not trust the use of
technologies to buy

Teenagers and educated
adults are generally more
knowledgeable on the use of
technologies

Children are using the
Internet unsupervised by
adults (this is usage divide)
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Implications of consumer behavior

= Numerous problems are
experienced by many
consumers in different
degrees of difficulty

= Resolution of consumer
problems may vary
between groups

= Need for continuous &
evolving consumer
education
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onsumer protection agencies’

response to consumer problems

By way of:

= Consumer and trader
education

» trader compliance programs

* industry code of conduct

= dispute resolution
mechanisms

= well-managed investigations
» sanctions and remedies
* Inter-agency cooperation
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male, limitation,

and scope of pre-market intervention

* |n economic theory, market
forces will maximize
aggregate consumer
welfare, but only if there
are few significant
obstacles to competition

O m—

BARGAINING ‘ BARGAINING
POWER OF COMPETITIVE POWER OF

\SUPPLIERS ‘ RIVALRY QTOME‘S
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mnterventions

= General consumer
protection laws and
regulations.

= Specific government
policies and regulations:

o Government policy
directing at improving
competitiveness in the
sector.
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mt Interventions

" = Specific government policies
and reqgulations:

o Policy to prevent
misleading
advertisements (internet
and e-Commerce).

o Prescribing a set or
maximum price for a
particular product or
service
(telecommunications).

o Industry Code of Conduct.

107
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Met Intervention

= E-commerce legislation (IT
and e-commerce Law)

= | egislated monopolies
(telecommunications)

= |nterventions that facilitate
more informed choice by
consumer or business
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/Pre-ma?ket Intervention

= Other market influencing

I i

. 7 R | strategies to improve

s © e-commerce

consumer experience

= E-commerce legislation
harmonization in ASEAN
2013.
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/pre_ma:ket Intervention

These market forces include:

= consumers looking out for
themselves

* pusinesses maximizing
their profits

» traders experiencing social
pressure to treat consumer
fairly

» active media and consumer
organization exposing
consumer problems
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mmt Intervention

» private enforcement of
rights under consumer
protection laws

= more effective
Investigations are facilitated
by these same
technologies
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/pre-manzet Intervention

) o S W B

| | o p { 3 B
J : ’ X refu ;

_J=7 ] = Thereis the need for public
| f Intervention because
consumer will suffer harm
during an adjustment
period
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mket Intervention

Public intervention is

needed because market
equilibrium causes long-
term harm to consumers

o Laws of goods and
services are not obvious
to consumers when they
buy

o Consumers often put
higher value short-term
benefits
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mt intervention

T = Public intervention is

needed because market
equilibrium causes long-
term harm to consumers

o The buyers of the goods
or services are not the
ultimate consumer

 Simonds
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m intervention

= People with very low
Income have no practical
choice but buy cheapest
goods

» Stakeholders have goals in
addition to simply
maximizing aggregate
welfare. These goals are:

o fair income distribution
o eradicating poverty

o regional development

115



\_ﬁ | —

Challenges for the market

Ineffectiveness of the forces of competition

= |neffective or non-existent
consumer association

= Poor access to
iIndependent information
sources exists.

= Ad hoc or non-sustained
Imports equal to trade
deficit or trade imbalance
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Challenges for the market

Ineffectiveness of the forces of competition

» |ndividual businesses that
misuse their significant
f 5 power
4 = Anticompetitive
arrangements between
businesses in a market

= There are intended
consequences of
government intervention

= Structural characteristics of
certain markets
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Challenges for the market

Ineffectiveness of the forces of competition

= Dynamic market forces

= Dynamic markets are those
that are subject to rapid or
continuous change

= \What is effective & efficient
today may not be tomorrow

* The effect of an
Intervention requires a
thorough understanding of
the market dynamics
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W of technology neutral

and technology specific regulations

= Most consumer protection

UYM lLLYI\gGKE CA\@PNE laws are technology-neutral
f Q RRESISTIBLE WITHOUT (I.e. they generally apply to

THIS E matters affecting " f
nsumer
= consumers regardless o

how the transactions take
place (i.e. on-line or brick-
and-mortar).

POP CULTURE
SAYSTHIS IS COOL /%

- ( |
\/
8
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W of technology neutral

and technology specific regulations

= Example: prohibitions on
misleading advertising that
applies to all forms of
advertising like road signs
and popup ads in websites

= This general application
happens by default when
the law is generalized and
does not refer to specific
technologies.
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Technology neutral regulations

Advantages:

= NoO need to amend to
maintain consumer
protection

* They do not have an anti-
competitive effects
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Technology specific regulations

= Some consumer protection
laws may be technology
specific

= Not all consumer protection
ISsues are neatly labelled

= Enforcement is often not
the responsibility of a
designated consumer
protection authority
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Technology specific regulations

= ASEAN 2013 agreed that

SETUP F tection |
g $$g m ANQACTEON CGEST frﬁgiﬁtzr?triﬁrggmfrce

g /0+30C legislation :
“{QMNT SERVECE “_ = Other elements of providing

consumer protection must

N URIRGEBACK FEE~ acnaveprosd unforr
“ MNMUM MONTHLY

application
MERCHANT SERVICE GfEE
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massessment

g = \What are the three most

Important learnings you
have gained as a result of
this Session.

How can you use these
learnings in your work in
consumer protection?
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Session topics / Outline
= Post-market (post sales) issues on:
o Phones
o The internet
o E-commerce
= Some implications for consumer and government/public interventions

= Regulatory responsibility (ASEAN and worldwide jurisdictions)

» Benefits of inter-agency cooperation (ASEAN and international)
enforcement, collaboration, and cross-border sharing of market
Intelligence
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Post-market (post-sales) intervention

= complexity of regulation
wherein every jurisdiction
multiple agency is involved,
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Post-market (post-sales) intervention

* the imperative of inter-
agency cooperation (in
terms of providing
consumer protection: post-
sales misrepresentations,
unfair pricing/competition;
market intelligence, field
Investigations, information
sharing, and enforcement
of contracts and warrants)
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mplications for consumer and public

Interventions In PDOSI- market environment

Some observations about the
technologies, performance,
and compliance in phones:

= have brought increased
benefits & costs to
consumers

= mobile phone concerns /
ISSues:

o Technical issues
(access, performance,
Inoperabllity, and billing)
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mplications for consumer and public

Interventions In post market environment

= mobile phone concerns /
Issues:

o high, surprises
(contracts difficult to
understand inadequate
warnings / parameters,
unaware of costs of
certain types of calls)

o Usage issues (hoax
calls, scams, unsolicited
sales presentations, and
charities)
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/The Internet

Some of the uses:
= Keeping in touch with
friends and family

* Finding information on
almost any topic

= Searching for jobs

\ | = Using internet to work from
home

= Online shopping
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/The» Internet

Some of the uses:
= Banking
= Planning holidays

= Finding government
Information & services

Santa is up for ' Tis the season - You?
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/Th; Internet

It is not known which ASEAN
countries have law regulating
the following:

= Spam
= Malware — harms caused:

o Stealing of financial &
other personal information

o Preventing a consumer
from using their computer

o Damaging files
o Hijacking a computer
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/mternet problems

» Educating consumers
about the harms caused

= Encouraging ISP & creators
of operating systems to
Improve security of their
products & services

= Consumer protection
ISSUes awareness

= Consumer handling
* |nvestigations skills

= Consumer education
programs 134
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”ﬂmeme

= Consumers do pre-
purchase research

o before buying

o Visit websites to
compare prices and
products
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e-Commerce

= When consumers decides
to buy:
o They complete an order
form

o They give their personal
& financial information

o Consumers are given
Information about the
product & the trader
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e-Commerce

Post-sale communication

= Verizon & 8:55 AM 3 0 Messages eeeco T 9:35 AM

< Messages (800) 404-4450 | https://samplesurveylink.com u IS Im portant
m CUSTOMER SURVEY

How was your experience with

= |s the source of
ég?é‘i%%:é:{ggg:é%}j:::et | Sample Wireless Corporate? I nfo rm atl O n 0 n CO n S u m e r

us know how we did and take ®%) EXCELLENT

a one question survey by p rO b I e m S

clicking the link below:
/7 : GOOD
https://samplesurveylink.com —

DISAPPOINTING

TERRIBLE
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e-Commerce

= EXxisting consumer
protection laws in ASEAN
countries address many of
the most common
problems encountered.

All disputes arising under this Contract shall be settled by binding arbitration in the u H OW We I I C O n S u m e rS C a n

state of [choose a state] or another location agreeable to both parties. An arbitration

award may be confirmed in a court of competent jurisdiction. interact Or negotiate With
online traders

In witness whereof, the Parties have signed this Agreement on the date above:

o s

4
\B yer “) Wﬂer
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/e_(;ommerce

( \'a‘

= Consumer rights on

delayed delivery don’t meet
local/national standards or
norms even if it Is not
misrepresented

Access to timely, affordable
justice when traders are not
located within jurisdiction

Remedies so consumer
protection authorities can
take effective action on
online transactions.
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//e-Co mmerce
Supply and Demand have

significant implications:

» technologies are rapidly
evolving

= uncertainties about future
usage

= avoiding new scams made
possible, and old scams
have been given new
potency
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mues facing government

= |dentification of current and
emerging issues

= Designing and
Implementing interventions

= Minimizing the direct &
Indirect costs of public
Intervention
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/mﬂ/ responsiblility

(ASEAN and cross-border jurisdiction)

Diffused regulatory
responsibilities in each of the
ASEAN countries may lead to
consumers not reporting a
problem because they are:

= ynsure on how to
categorize their problem

* unsure which authority Is
responsible

* not convinced that the
appropriate authority will be
able to remedy the problem
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/Regulatory responsibility

Diffused regulatory
responsibilities in each of the
ASEAN countries will require a
collaborative approach by
multiple authorities. This is
because

= most ASEAN member states
have established
International links in respect
of consumer protection

* Philippines and Vietham are
members of the ICPEN
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my responsibility

There is a need for a
collaborative approach by
multiple authorities in ASEAN
countries because:

* intelligence about the
problem may be poor

= an authority may have
Insufficient powers to obtain
necessary evidence
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/Regukatc;; responsibility

There is a need for a
collaborative approach by
multiple authorities in ASEAN
countries because:

= sanctions and remedies
may require the exercise of
powers by more than
authority traders located
outside jurisdiction
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/Regulatory responsibility

There is a need for a
o Emergency collaborative institutional
Technical Emergency .
Assistance/ Preparedness approach by multiple
R e authorities in ASEAN
countries because:
S;?'It;"rl;ﬁ)c:l“’ Interagency Emergency " COOpeI’a'[iOI’l b@tween
Coordimation i i consumer protection
authorities (CPA) across
eatth border & interagency
Research . . .
cooperation within
Coordination countries across borders
may be required.
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Benefits of inter-agency cooperation

= Technologies are universal

o Service providers operate
IN many countries

o e-Commerce traders
operate in many countries

= Problems encountered by
consumers are similar across
countries.
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Benefits of inter-agency cooperation

Areas of interagency
cooperation:

= Sharing of market

, l I = I l intelligence on complaints
about the responses of

traders
= Sharing of intelligence,
education, and other

resources

Resource Sharing
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Benefits of inter-agency cooperation

Areas of interagency
cooperation:

» Sharing experiences
accelerates learning
process, staff exchanges,
and joint training

= Combining the data for a
comprehensive picture of
consumer experiences
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/Sessm;assessment

j 5 = \What are the three

most important
learnings you have

o gained as a result of
this Session?

= How can you use these
learnings in your work
INn consumer
protection?
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Session topics / Outline

» Redress Models with their corresponding approaches /
techniques

* Management and communication tools of the Consumer
Protection Agency
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Wnodels and their

corresponding approaches/techniques

Redress mechanisms are the
different approaches to the
citizens’ rights to petition the
government to address a
particular grievance for
services of professionals that
result in injury and loss.
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mwels and their

corresponding approaches/techniques

Model 1: Internal complaint-
handling system

* |mplemented by businesses
and government agencies

= Embodies the principles and
features of complaint handling

= Voluntary or required by law

= Appropriate for organizations
of all sizes

* Guidance in implementation
can be found in international
Standard 1SO 10002
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/Complaim redress pyramid

Internal complaint handling
systems and external
consumer redress schemes

Enforcement of
consumer law by
‘government regulator

(a backup when

External

company ignores
redress schemes))
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mmodels and their

corresponding approaches/techniques

stp 7 surveyconsumer Model 1: Internal complaint-
et e \ handling system

Step 1: Survey if system is

Professional internal Brenio-2re : '
Cr:;smi n glri':; Step 2: Develop policy for
System discussion
Step 3: Design system
Step 4. Implement system

Step 5: Review system every
2 years and improve
continuously

156



L E——— -

mmodels and their

corresponding approaches/techniques

Model 2: Self-regulatory
external redress schemes

= Set up with little formality

= Usually used in the early
stages of consumer policy
and law implementation

* Tend to have relatively low
standards of performance

= Are usually not
enforceable, unless with
contract 157
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mwels and their

corresponding approaches/techniques

Model 2. Self-regulatory
external redress schemes

= No stakeholder
engagement particularly
with consumers and
governments

> | Complaint . Generally held in low
- P regard by consumers and

some governments

* [nterim step in developing a
consumer redress scheme
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mmodels and their

corresponding approaches/techniques

Model 3: Statutory
complaint bodies

= Broad jurisdiction, usually
cover most economic
activities

= Some are established to
deal with a specific industry
or practice
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mmodels and their

corresponding approaches/techniques

e Model 3: Statutory
complaint bodies

= Generally, part of a larger

SMALL CLAIMS &
COURT HEARING W& sovemmenagensy

B oo e law enforcement

IN THE (STATE)

Plaintiff/Petitioner:

= May be linked to industry
regulators and small claims
courts

VS
Defendant/Respondent:

day of
EONOw s ———
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mmodels and their

corresponding approaches/techniques

Model 4: Public-sector
redress body (also known as
Ombudsman)

| SPENT THE
MONEY WELL BY
GIVING THE PERSON
SITTING NEXT TO
ME A S0FT LOAN-

* |nvolves contractors working
In behalf of government but
with no enforcement power

= May include anti-corruption
and human rights functions

= Can deal with systemic
Issues of poor administration
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mwels and their

corresponding approaches/techniques

Model 5: Small claims
courts or tribunals

= Designed for swift and
Inexpensive redress for
consumers

= Most do not permit legal
representation

= Require mediation prior to
adjudication
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mwels and their

corresponding approaches/techniques

Model 5: Small claims

courts or tribunals

= Employ Alternative Dispute
Resolution (ADR)
technigues

= Judgments are enforceable
In the courts
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Wnodels and their

corresponding approaches/techniques

government

business

Model 6: Private
organization to improve
consumer complaint
system

= Made up of representatives
from businesses and
government agencies
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mmodels and their

corresponding approaches/techniques

Model 6: Private organization to improve consumer complaint system

g Tra.t,r\l.ng Q"uudf_
~
) / Complaints E

= Provides best practice training on = Requires senior management
consumer support functions (e.g. support

complaints handling)
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mmodels and their

corresponding approaches/techniques

Model 6: Private
organization to improve
consumer complaint
system

-

= Highly effective in countries
_ with strong domestic and
= International networks

= Consistent with building a
responsible and responsive
business sector
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Wnodels and their

corresponding approaches/techniques

Model 7: Cross-border
redress

= ASEAN regional facility for
cross-border complaints

= Employs strategic
approach toward consumer
protection
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mwels and their

corresponding approaches/techniques

Model 7: Cross-border
Redress

= Contains policy measures
and detailed priority
actions, including
development of:

o Notification and
Information exchange
mechanism by 2010

-
,mTTES,

168



e - —

mmodels and their

corresponding approaches/techniques

Model 7: Cross-border
Redress

= Contains policy measures
and detailed priority
actions, including
development of:

o Cross-border consumer
redress mechanism by
2015

o Strategic roadmap for
capacity-building by
2010 169
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mmodels and their

corresponding approaches/techniques

Cross-border access to
justice

To date, no single model suits
all AMS. Guidelines therefore,
should be taken to assess the
current consumer protection
framework of each ASEAN
member state.
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Mdels and their

corresponding approaches/techniques

Considerations to determine
the stage of development for
Implementation:

= | |ttle or no measure for
consumer redress.

= Basic professional
admission/striking off
provisions for gross
negligence or dishonesty.
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Mdels and their

corresponding approaches/techniques

CUSTOMER = Agreement within the

: jurisdiction on the need to
respond to consumer
complaints against health
care providers.

= Growing consumer
pressure with the
establishment of complaint
and redress schemes.

= Professional associations’
Involvement in complaint
and redress schemes. .
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mmodels and their

corresponding approaches/techniques

= Government intervention or

| need threats to establish
R/ (B consumer redress
help' N\ NS schemes.
‘ \‘ 7Y e 7:.;‘.“".'\’." >0, }» A {

= Creation of industry
ombudsman or other
Industry-based schemes

= Best-practice complaint
systems and redress
schemes.
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Wmodels and their -

corresponding approaches/techniques
ALTERNATIVE DISPUTE The seven models incorporate

the approaches of:

= Alternative Dispute
Resolution (ADR)

= Arbitration
= Mediation
= Group actions / Class suits

= Cross-border access to
justice
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anagement and Communication

Tools of CPA

. Consumer Awareness and
. Education

' Key role and responsibility of
CPA and other sector

regulators:

= Help consumer become
aware of their rights ,
iIncluding with respect to
product safety

()
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anagement and Communication

Tools of CPA

Consumer Awareness and
Education

= Consumers should be
Informed of:

o Their rights to safety

o Avallable remedies if
they encounter unsafe
products

o How to access remedies

o Where to go for further
advice
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anagement and Communication

Tools of CPA

Consumer Awareness and
Education

z = |nformation dissemination

targeting specific groups:
o The general public

o Women and
homemakers

o Students
o Rural communities
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anagement and Communication

Tools of CPA

Tools for information
dissemination:

= \Website and social media

* Media campaigns and
public events

= Printed leaflets/booklets,
etc.

= Partnership programs with
Civil Society Organizations

= Toll-free consumer hotline
= Annual reports
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anagement and Communication

Tools of CPA

IT-Based Consumer
Complaints Registration
System

An efficient and effective
means of complaint handling
should at the very least have:

= Basic information on
common consumer
complaint areas
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anagement and Communication

Tools of CPA

= Categorized consumer
complaints according to
areas with reference
number

= Standard letters with blanks
to fill in information for
different types of
complaints

YT I Mluuul £

ll/ll
_ ;
7T L p—_—— —\ iInformation to enable easy
T T T T TToT s, o referral

180
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anagement and Communication

Tools of CPA

Inter-Agency Collaboration

= Coordination among central
and local CPA authorities Is
a major challenge in
countries with new
consumer protection law
regimes
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anagement and Communication

I
’ | might not do one,
it says they’re
voluntary anyway

Inter-Agency Collaboration

/

= Major challenges exists in countries * Major challenges exists in countries

that have limited financial resources ~ With permitted high levels of
decentralization
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anagement and Communication

Tools of CPA

Inter-Agency Collaboration

» Collaboration with related
agencies, courts, and other
concerned organizations

= Collaboration with regional
and international bodies
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anagement and Communication

Tools of CPA

Converting Consumer Complaints to Consumer Policy

Ret_rieve_ data from Analyse data and Propose policy action
registration system write report from data analysis

184



e L —
m Assessment

x, = Share the three most
J

Important learnings you
have gained as a result of
this Session.

How can you apply these
learnings in your work
related to consumer
protection?
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